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Abstract: Interpolation is an important technique in digital image processing. This technique
allows of reconstructing the intermediate pixels that are distorted in the process of stretching
image appropriately. Therefore, this is a technical branch in the image hiding technique and it
is considered to apply in steganography. Neighbor Mean Interpolation (NMI) technique was
proposed by Jung and Yoo and later was improved on the Interpolation of Neighbouring Pixels
(INP) technique by Lee and Huang to be more effective in securing the confidential information
to third parties. Lee and Huang have improved the payload of 56% up to 108% from Jung and
Yoo's method. However, both two methods have relatively low image quality. The strategy of
Lu et al. has high effect in improving PSNR and payload because the basis of this technique is
to minimize the value of the secret data before hiding them into the cover image. The proposed
scheme applies Lu et al.’s central folding strategy twice to effectively enhance the PSNR and
payload parameters compared with (NMI) and the Interpolation of Neighbouring Pixels
technique (INP).
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1. Introduction

Data hiding technique is an important research issue in encryption and information security.
The secret message as text, image, audio, video, and so on need to be guaranteed safety in the
storage and information communication via Internet. Therefore, researchers embed the secret
message into the cover image to form the stego image for secret sharing. Stego image is sent
to the receiver. These actions ensure that the secret message is strongly protected from the third
party. The receiver, who knows the decryption method can extract the message from the stego
image. The receiver will conduct the reverse process called extracting processing to obtain the
secret message from the stego image. In steganography, there are two general techniques used
to embed data into the cover images called reversible data hiding (RDH) [1, 2, 3] and
irreversible data hiding [4, 5]. In the RDH method, the receiver can extract the message from
the stego image that retains the original image without damaged. This is necessary when it is
applied in the military, and the medicine. In the irreversible data hiding method, the original
image cannot be reconstructed.

A further problem is when we hide the data into the cover image. The resolution of the
original image is reduced. The naked eyes can distinguish the changes of the stego image
compared with the original image. Therefore, image interpolation is a way to solve this problem.
Interpolation technique is used to compute the reasonable value of the intermediate pixels when
we stretch the cover image and embed the secret message in it without breaking the image
quality [6, 7, 8, 9, 10, 11].
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Jung and Yoo [12] introduced a data hiding method using an interpolation technique, called
Neighbor Mean Interpolation (NMI). This method was improved later by Lee and Huang,
Interpolation by Neighbor Pixels (INP) [13]. However, the PSNR value of the two methods is
quite low. In this paper, we proposed an enhanced hiding scheme by using center folding
strategy. The center folding strategy is proposed by Lu et al. in 2015 [8]. This method is
effective in improving the PSNR value and the embedding capacity. Therefore, this scheme
adopted the strategy to reduce the image distortion.

The proposed hiding method using the interpolation technique combined with the center
folding strategy. The proposed method will present in the following sections sequentially:
Section 2 describes the methods relate to this study, included: Neighbor Mean Interpolation
(NMI) method (Section 2.1), Interpolation by Neighboring Pixels (INP) (Section 2.2), Center
Folding Strategy (Section 2.3). Section 3 describes the proposed method. Finally, Section 4
concludes the propose method.

2. Related Works
2.1 Neighbor Mean Interpolation (NMI)

Jung and Yoo (2009) announced a method using the interpolation technique in digital image
processing. Figure 1 presents the overall diagram of Jung and Yoo's scheme. The input image
with size wx h was scaled down to be size (w/2)x(h/2) image which is called the original image.
Then they used the interpolation technique to interpolate the original image and become the
cover image with size wx h, respectively. This cover image is used for the embedding process.
The secret data is embedded into the cover image to produce the stego image. The receiver can
extract the secret data and reconstruct the original image from the stego image.

Secret data

—

Embedding

Stego-image

Extraction l
A

Secret data Original image

Coverimage

Inputimage

Figure 1. The flowchart of Jung and Yoo's method.
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Jung and Yoo (2009) created the NMI method. Firstly, they scaled the input image size down
four times to make the original image. For example, an input image with 512 x512 pixels will be
scaled down into an image with 256256 pixels to make the original image (I). The NMI
technique was used to interpolate and produce the cover image (C) with size 512x512. This
interpolation method is implemented with the rules by calculating the mean value of the
adjacent pixels that obtain the value of the intermediate pixels as showing in Eq.(1). Figure 2
shows the interpolation of a block of the original image from size 2x2 to size 3x3. Four corner
pixels in Figure 2(b) are respectively equal the initial pixels in Figure 2(a). The rest pixels of
the block pixels in Figure 2(b) are obtained using Eq.(1), whereo< j<i and m,n = 0,1, ...,127.

G, )), if i =2m,j =2n,
CGi,j) = UG, j—1D+I10,j+1)/2, ifi=2m,j=2n+1, M
’ UG-, +1G+1,/))/2, ifi=2m+1,j =2n,

(@—-1,j—1)+C@i—1,j)+C(i,j —1))/3, otherwise

Where, the pixel C(i,j) = I(i,j) for i = 2m, j = 2n is referred as a axis pixel which will never
be changed in the embedding processing. Assume that I(x,y) represents the value of a pixel
located at (x,y) in the original image I. After the NMI method is implemented, a cover pixel
C(i,j) at location (i,j) of the cover image C and the symbol C(i,j) perform the value of a stego-
pixel at location (i,j). Then the secret message is embedded into the cover image. The procedure
of NMI is described as follows.

0 1 2
w
0 I
wi2 0 | €(0,0) | C(0,1) | C(0,2)
0 | K0,0) | 10, 1)
1| C(1,0) | C(1,1) | C(1,2)
1| 1(1,0) | /(1,1)
21C@2,0) | C2 1| C2.2
h/z ] - b
(a) Original image / “ ho

(b) Cover image C

Figure 2. The cover image generated from the original image by calculating NMI.
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2.1.1 Procedure of Neighbor Mean Interpolation (NMI)

Input:
An original image | with size (w/2)x(h/2), where 1(x,y) represent the value of a pixel location
at (x,y) in the original image I, x =0, 1,..., W/2) - 1;y =0, 1, ..., (h/2) - 1.

Output:
A cover image C with w x h size is produced.

Step 1. Cover pixels are calculated as follows.
Initially, set index variablesi=j=0andx =y =0.
Assign each cover pixel of a 2x2 block as follows Eq.(1).

Step 2. If j + 2 < w, then
j=j+2,y=y+1,andgoto Step1
else proceed with Step 3.

Step3.Ifj+2=wand i <h, then
i=i+2,j=0,x=x+1,y=0, go to Step 1.
else proceed with Step 4.

Step 4. A cover image C with size wxh is produced.
2.2 Interpolation by Neighboring Pixels (INP)

This method was improved from Jung and Yoo's strategy (NMI) by Lee and Huang [13].
The intermediate pixels is calculated by referring to the neighbor pixels. The INP method
effectively exploits the characteristics of the neighbor pixels to interpolate. Thus, giving the
cover image with same average PSNR values, but archiving a good embedding rate. The
payload of the INP method improved by up to 56% to 108% when both NMI and INP methods
experimented on the same input images. The calculation of the INP method is performed
according to Eq. (2) as follows, where 0 <j <iandm,n=0, 1, ..., 127.

(1G.)), if i =2m,j = 2n,
Cli ) — { UG =D +UG =D+ +D)/D)/2 if i=2mj=2m+1 o
DZVUG-1,) +UAG=1) +IG+1,1))/2)/2, if i = 2m +1,j = 2n,

CGE-1,)H+CGj—1))/2, otherwise

Where the pixel C(i,j) = I(i,j) for i = 2m, j = 2n is referred as an axis pixel which will never
be changed in the embedding processing. Assume that I(x,y) represents the value of a pixel
located at (x,y) in the original image I. After the INP method is implemented, a cover pixel
C(i,j) at location (i,j) of the cover image C and the symbol C(i,j) perform the value of a stego-
pixel at location (i,j). Then the secret message is embedded in the cover image. The procedure
of INP method is described as follows.
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2.2.1 Procedure of Interpolation by Neighboring Pixels (INP)

Input:
An original image | with size (w/2)x(h/2), where I(x,y) represent the value of a pixel location
at (x,y) in the original image I, x =0, 1,..., W/2) - 1;y =0, 1, ..., (h/2) - 1.

Output:
A cover image C with size wxh is produced.

Step 1. Cover pixels are calculated as follows.
Initially set index variablesi=j=0,x=y =0.
Assign each cover pixel of a 2x2 block as follows Eq. (2).

Step 2. If j + 2 < w, then
j=j+2,y=y+1andgotoStep1
else proceed with Step 3.

Step3.Ifj+2=wand i <h, then
i=i+2,j=0,x=x+1,y=0, go to Step 1.
else proceed with Step 4.

Step 4. A cover image C with size wxh is produced.
2.3 Center Folding Strategy

We realize that both of NMI and INP only solve the problem of interpolation to create a
cover image. Although the INP method is more advanced than the NMI method, for the higher
payload, but the PSNR value has not improved yet. Therefore, we combined the INP method
with a center folding method [8] to improve the PSNR value and the capacity.

Lu et al. found that when the secret data is embedded much, it will affect a lot of image
quality, and also limit the embedding ability when it reaches a certain limit. If the value of the
secret data is too large, it can cause huge distortion between stego-pixels and original-pixels.
Lu et al. proposed the center folding method to reduce the value of the secret symbol. After the
secret symbol values are reduced, they are embedded in stego image to obtain better embedding
quality. Thereby improving image quality and reducing the executed time in the embedding
process.

3. Proposed Method

In this paper, we used two phases in data hiding process to increase the value of PSNR and
capacity factors. The first phase is to create a cover image (C) from the original image (1) by
applying the INP method to encode and create the cover image to repairing for the embedding
process. The second phase, the secret message has reduced the value of the secret symbols and
they are embedded in the embedding process by using the center folding technique of Lu et al.
The results are shown in the experiment results section and the conclusion section. The results
of our method have higher PSNR value and better capacity than the NMI method and INP
method. The scheme of the proposed embedding method is shown as follows.
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3.1 Embedding procedure

The scheme of the proposed embedding method is shown as follows.

Step 1. The INP of hiding data method was used to produce the cover image of 3x3 blocks
from 2x2 blocks and calculate the value of the pixels in 3x3 blocks as in Figure 3. This
process is as follows.

Step 2. Using the center folding method to encode the secret message, this purpose is to reduce
the value of the secret message before embedding in the cover image, where k is the
number bits that were taken as a set to convert into the secret symbol d (d € R). We set,
the values of d are shown in Figure 4.

7T, PN
L\ 56|10
5 |10

=120 B P, | 8110 13(p;

Figure 3. An example describes for the proposed scheme.

Where Py, P2, Ps3, Ps, P¢ are calculated by

P1={5X2+10J=6

3

P, - 5><2+15J=8
. 3

P, = 10x2+20 _13
L3

P, - 15x2+20 _16
L3

P, ={5x1(;+15 _10

d 0 1 2 3

d| 4| -3]|-2]|-1

index 0 0 0 O
code| -2 | -1 | 0 1 | -2|-1|0 1 2

Figure 4. The center folding method.
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Where M is the center position, M = 2k =4, and R = R — M. And then folding one more
times, we produce the values of code band in Figure 4. The necessary values after folding that
we obtained to present in Table 1.

Table 1. The folded results of the secret message.
R 0|1(2|3/,4|5|6/|7]|38

index | 0| 0|00 2|1 ]1|11

code | -2 |-1|0(1|-2|-1]0]|1|2

Step 3. Based on the value of the pixels that created in Step 1, including P1, P2, P3, P4, Pc.
Embed the secret data after being encoded by center folding method (look up the
Table 1), suppose that is the secret data b = {b,, b,, b3, b,} and then embed b into the
intermediate pixels as in Figure 5.

PI PI -
6 P,=
P, |8 [10|13|P, P=13
16 P,=16
e
P, P, P_=10

Figure 5. The positions that the secret data b embed in.

Secret data are processed in this step by using the center folding strategy so that the range of
the secret symbols is R = {0, 1, 2, ..., 2*}. After folding R changed to R = {—2k~1, —2k-1 4
1,..,—1,0,1,..,2%1 — 1, 2k=1}, The formula is as follows.

R=R-M 3)

Where M is the center position, M = 21 = 4, from Eq. (3) was described in Figure 4 with k
= 3 in this example, d is the secret symbol and d is the folded secret symbol by using Eq. (3).
When d < 2¥1,d was shown as a negative number. When d = 2¥~1, d was shown as O.
When d > 2¥~1, d was shown as a positive number.

The secretdata b = {b4, b,, b3, b,} that embed in the cover image assumeas b = {7,5, 0, 8}.
This data is converted from the secret data range R to the folded secret data range R by the way
every 3 bits that will be retrieved, respectively, and converted from binary to decimal number.
These decimal numbers are encoded as follows.
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Look up Table 1 and encode b; = 7 to become (indexi, code1) = (1,1). Some example are
shown bellow.

b =5 (indexy, codez) = (1,-1),

bz =0 (indexs, codes) = (0,-2),

bs =8 (indexs, codes) = (1,2).
The total bits were embedded are 3x3+4=13 bits, these are {7,5,0,8} = {1111010001000}.
Step 4. Based on index, indexz, indexs, indexs that was arrange consequently according to the

order of indexes and we gained | = (1101), = (13)10. Then, we calculate [ from | by
Eq. (4) as belows.

[=1-2x=13-8=5 (4)

Step 5. Now, encode for the center pixel Pc to gain P though Eq. (5)

P.=P.+1=10+5=15 (5)

Step 6. From by, by, bs, bs and the value of pixels Py, P2, Ps, P4 we embed P, P;, P3, P,
accoding to Eq. (6) as follows.

P/ = P; + code; 6)
Where,
Pl=6+1=7,

P,=8+(-1)=7,
P, =13+ (-2) = 11,and
P =16+2 = 18.

Finally, we obtain the stego image in Figure 6 as follows.

P'l
517 |10
P, |7 Lis ||,
P15 | 18 | 20
P,

Figure 6. The stego image of the proposed method.
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3.2 Extracting procedure

The recipient receives the cover image P, the stego image P’ and k value. The recipient
combines them to generate the necessary factors to recover the original image by using two
phases, firstly using the center folding method and then using the interpolation method. The
extracting process was implemented as follows.

Step 1. This cover image was composed from Eq. (2)

5 16 |10
P,|7 {10]13|P,
P. 15|16 20

ﬁ4

Figure 7. The cover image was sent by the sender.

Step 2. From P, and P/, i = 1,2,3,4. We decoded as belows.
code] = P/ — P, (7)

Therefore,

code; =7—6=1
code, =7—-7=0
code; =11 —-13 = -2
code, =18 —-16 =2

Step 3. The indexes are generated by P, and P/ as belows.

I'=P.— P,=15-10=5 (8)
Then, we calculate | by Eq. (9)

I=1+2¥=5+2%=13 (9)

We gained | = (13)10 = (1101)2. The secret message were extracted and there were {1,1,0,1}.
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Step 4. Combine the values of index and code in each pair, respectively. Use Table 1 to recover
the secret message in decimal value.

(1,1)=7; (1,-1) =5; (0,-2) = 0; (1,2) = 8.
Here, the extracting process finished. We obtain b = {7,5,0,8} = {1111010001000}

4. Experimental Results

Two gray scale images with size 512x512 were used to test the performance of the proposed
scheme. The experiment images are shown in Figure 8.

(@) Goldhill (b) Zelda
Figure 8. Two 512x512 greyscale experimental images.

Two measurements Bits Per Pixel (bpp) and Peak Signal to Noise Ratio (PSNR) were used
to judge the hiding payload and image quality of the stego-image, respectively. The equations
are

bpp = M’ (10)

hXw

h w I N2
Yiz1 Xj=1(Pij—P; )
hxXw

MSE =

) (11)

2552
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In the equation, h X w is the size of the original image, P; ; denotes the cover pixel image,
P/ ; is the stego-pixel, MSE is the mean square error between the original image and the stego-
image. Higher PSNR higher image quality is. PSNR value is higher than 35dB that means
image distortion is invisible. Table 2 and Figure 9 shows the experimental results of the
proposed scheme and two comparison schemes INP and NMI. In the proposed scheme, the
constant k is a key factor that effect the hiding performance. In Table 2, the hiding capacities
of the proposed scheme with k=2 and k=3 are 0.96 and 1.35 bpp that of NMI and INP are 1 and
1.15 bpp for the image Zelda. The image quality of the proposed scheme with k=2 and k=3 are
44.01 and 43.27 dB that of NMI and INP are 38.52 and 37.86 dB. The proposed scheme with
large k can get higher hiding capacity but lower image quality. However, the hiding
performance of the proposed scheme is better than that of NMI and INP.

Table 2. The comparisons of the proposed scheme and other schemes.
Proposed Method NMI INP
Images k=2 k=3
PSNR bpp PSNR bpp
Zelda 44.01 0.96 43.27 1.35 38.52 | 1.00 37.86 1.15

Goldhill 43.96 0.96 43.23 1.35 35.80 | 1.10 34.95 1.25

PSNR | bpp | PSNR | bpp

From Figure 9 we can see that all curves of the proposed scheme are higher than that of the
other methods. That means the proposed scheme can have better image quality under the same
hiding capacity.

Goldhill(k=2)

PSNR(dB)

B
o

w
&

w
o

0 0.6 1:2 1.8 24 3.0

Payload(bpp)

=— proposed method

[—=—INP —&—NMI

Figure 9. The comparisons of the proposed scheme and other methods with different k.
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Figure 9. The comparisons of the proposed scheme and other methods with different k.
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5. Conclusions

In general, the interpolation methods try to hide the secret data directly into the virtual pixels.
However, they cost a lot of pixels to use to encode data, but in this proposed method, we use
the center folding data strategy to narrow down the range of the secret data value, because of
the effect of the center folding strategy of Lu et al. In this paper, we used the interpolation
method and try to narrow down the secret data twice that similar mean we solved it twice by
the center folding strategy, so the value of secret data become very small. The stego image that
is produced by the embedding process is high quality.
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