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ABSTRACT

A Key management system plays an important role in the process of wireless
communication between the nodes of a Wireless Sensor Network (WSN). Unlike the
wired networks, WSNs are more vulnerable to attacks from the malicious nodes. To
overcome the shortcomings of the existing key management systems, this paper proposes
an adaptive multilevel location-based key management system (AML-KBS), in which
the keys are generated dynamically and shared among the nodes of the wireless networks.
Since the proposed approach follows a location-based system for key management, the
attackers can be differentiated based upon their location. Also, the proposed system has
proven its withstanding against node capture attacks. Comparing with the existing
approaches, the memory requirement of the proposed system has shown better
improvement. Moreover, the proposed methodology provides better security mechanism
than the existing key management systems.

Keywords: Key management, Wireless sensor networks, Node capture attack, Local node
attacks.

1. INTRODUCTION

Wireless Sensor networks (WSN) are collection of nodes which are called sensor
nodes (SN). They have batteries as energy source and having limited computing power
with lesser storage capabilities. WSN are useful in many important applications such as
automation process of many of the residences and commercial applications. They possess
the capability of communicating shorter distances with which they can send or receive
small amount of data. Since the sensor nodes may contain very crucial information and
are vulnerable for various attacks by spurious attackers, it is very essential to secure the
access of the nodes from the attackers. For instance, any of the spurious node can observe
the wireless communication between the sensor nodes and they can get the information
that is been shared. So, it is really important to follow some kind of crypto-oriented
approach to change the form of the information that is exchanged among the nodes. But,
it is very much equally important to share how the encrypted information can be accessed
by the intended wireless sensor nodes. Here comes the need of securely exchanging the
secret keys between the nodes before the secure communication begins (Chan et al.,
2003).

Many of the WSN currently in use are following the concept of secret key
cryptography, in which any of the sensor nodes that are participating in the
communication are using same key for crypto-conversion of data and also for
authenticating the communication. The keys that is used for the purpose can also be
called as symmetric key and the process of sharing them amongst the participating sensor
nodes is called as key management (Lee et al., 2007; Zhang and Varadharajan, 2010).
Another challenge faced by the sensor nodes is lack of prior knowledge about the
topology and structure of the network before communication begins. It can be overcome
by placing the key inside the sensor node prior to the deployment of the nodes. Moreover,
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it is very important to choose a key for the adjacent nodes
of a wireless network which would share the
communication messages. Even though sharing between
two neighbor nodes is not precise, they can be shared among
the nodes that are present in a particular path called key path.
During the design phase of the WSN, it is very crucial to
determine the length of the key path, so that the performance
of the network can be assessed easily (Eschenauer and
Gligor, 2002). But this kind of key distribution during the
design phase can only be used in static WSNs. In mobile or
ad-hoc WSNss, they are not helpful. Also, it is very much
space consuming, if each of the nodes are storing the keys
of the neighboring nodes. If the base station is given with
the responsibility of distributing the keys to the sensor nodes,
it will create another problem of overloading
communication channel. So, the alternate approach can be
following a public key cryptosystem or asymmetric key
cryptosystems. Even though public key crypto systems
proved to be more secure, they pose new problems such as
requiring computational overhead as well as high energy
utilization (Gura et al., 2004; Wang and Li, 2006). So,
bootstrapping as well as distribution of keys by base station
are posing problems in key management.
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Fig. 1. Basic architecture of a WSN

In Fig. 1, basic architecture of a wireless sensor network
has been shown. Base station controls all the nodes that are
associated with a cluster. The group of nodes that constitute
a cluster are having a node as their cluster head. All the other
nodes which are coming under the control of a cluster head
are called as sensor nodes. Basically the WSN adapts the
OSI model, which consists of five layers (Application,
Network, Transport, Data-link and Physical layers) for data
processing and transmission. In addition, a WSN has three
cross layers which takes care of the power, mobility and task
management. It is essential to follow the layered approach
to ensure the combined operation of various sensor nodes to
improve the performance of a sensor network.

There are mainly two basic kind of key management
schemes. The problems of bootstrapping can also sort out
with the help of either a plain global key (PGK), in which
all the sensor nodes are sharing a same key or full pairwise
keys, where each node possess the key of its neighboring
node (Simpl ‘1cio-Jr. et al., 2010). The former approach does

not provide the expected level of security at all over the
open sensor network, whereas the later cannot be applied in
larger networks even though it is comparatively more secure.

The data about each of the sensor nodes and their
positions are very crucial in determining the approach to be
followed in sharing the keys among themselves. So, it is
mandatory to design a key management system with the
help of the location information of the sensor nodes. In
many of such approaches, the grid-based approaches are
helpful in determining the position of the nodes and
appropriately sharing the keys based on the placement of the
nodes. But in certain critical applications which are related
to national security, we cannot rely on the grid-based
location mapping of the sensor nodes. Also, this issue can
be overcome by hiding certain crucial implementation
information (Anjum, 2010).

There are approaches which provides access to a
collection of keys in a key repository, from which the keys
will be shared among the participating sensor nodes. They
established a chain of all existing keys that are applicable
for the particular node that can be designed for secure data
transfer between them. But the main issue with this
approach is determining the size of the key repository or the
length of the linked key list to accommodate all the sensor
nodes in a specific location. Because, the size of the linked
key list is difficult to maintain because of the storage
restriction in the sensor nodes. Also, if the size of the
repository gets increased, will obviously reduce the possible
sharing among a pair of sensor nodes. Also, the sharing of
keys between two nodes are basically affected due to the
increase in size of the repository (Eschenauer and Gligor,
2002).

Alternatively, thousands of keys can be distributed in a
randomized way during the manufacturing of the nodes,
before they get implemented real time. Out of the available
keys in a repository, a certain number of keys are chosen
randomly to assign to any of the designed sensor node. The
collection of the keys that are assigned to any pair of nodes
are being compared among themselves (Merkle, 1978).

2. RELATED WORKS

Many more research works have been carried out for
improving the security while key sharing among the sensor
nodes. In this section, various key management schemes are
briefly discussed along with their shortcomings in
perspective of security and efficiency. Some kind of
protocols or rules must be followed while exchanging key
of the participating nodes during communication to ensure
security. It is very important to handle the problems in key
management such as creating appropriate keys, sharing the
keys among the nodes and implementing encoding and
decoding operations (Abdollahzadeh and Navimipour,
2016).

As discussed in the introduction part of this paper, there
are primarily two ways of managing keys in WSNs. They
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are known as static and dynamic key management. The keys
are fixed and won’t get changed once they have been
assigned with a pair of sensor nodes, whereas they may get
changed in course of time if they were created using any of
the dynamic key management. Comparing with the dynamic
schemes, static keys are more vulnerable to network attacks
(Afsar and Tayarani-N, 2014). Since the nodes’ assigned
dynamic keys keep on changing, the lifetime of the network
as well as the confrontation against the network attacks are
improved quite a lot. So, comparing the two approaches
existing, it is always better to follow a dynamic approach
for key management in a wireless sensor network. Many of
the algorithms which are focusing on key management are
presented in Bekara and Laurent-Maknavicius (2009). From
Bekara and Laurent-Maknavicius (2009), we understand
that the key management systems can be categorized based
on the types of keys, ways of estimating keys, ways the
generated keys are shared and how the coding is performed
over the generated keys.

In Ferng et al. (2014), a multilevel dynamic key
management scheme has been discussed. This can be
applied for the different models in the WSNs such as
hierarchical model as well as the peer—to—peer models. Here,
in this paper, the authors have discussed an approach which
consisted a private key, public key combination for securing
data. The distribution has been handled by a certification
server which is a centralized one and all the nodes are able
to access the server. To ensure the security, the sensor node
that uses the certification server receives the identifier of the
node and it accesses the key repository to access the private
key of its counterpart it wants to establish communication.
The keys are created and distributed prior to the
establishment of the wireless network. The main
disadvantage of this approach is the minimum level of
security achieved despite less amount of energy is required
for the processing. But there is a provision for improvement
under this approach when similar keys are used at both the
end of the communication with the cost of higher energy
consumption.

Node cryptanalysis and adversary crypto attacks are
defended with an efficient key management system which
ensures the secure communication. There are many
approaches which handles hierarchical model-based
networks in which the neighbors of a particular node are in
part of communication. An efficient key management
system for hierarchical networks as shown in Fig. 2 has been
proposed with Thevar and Rohini (2017). In the proposed
approach, the group of nodes have been categorized as
sectors. For every group of nodes, a node has been identified
as a leader for the group. The nodes in each group are
sending and receiving messages with each other members
of the same group. Similarly, each of the group members are
combined and viewed as a sector, whereas sector of one
group is communicating with the sector of another group of
sensor nodes. The nodes are also allowed to move from one
sector to another as well as another group. Whenever such a
movement takes place the key values that are associated

with that particular moving node are removed from the
repository correspondingly. This has been accomplished
with the help of an angular function and the group in which
the node is present determines its private key.
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Fig. 2. Hierarchical wireless sensor network model

The position of the node in movement at each of the time
frame has been followed up by the leader of the group using
a data structure such as a table. When it finds some node is
moving outside the group or the sector it updates the table
with the new position of the node. Also, this table can be
very useful for protecting outside nodes moving inside a
sector. The key assignment is done only during a node gets
joined in the group. Also, the communication is happening
between the adjacent nodes, it is evident that the energy
required for communication has been greatly reduced. All
the operations corresponding to any of the group or the
sector are handled by the leader of that particular group.

A novel key management scheme which does not rely on
the certificates for secure communication has been proposed
in Seo et al. (2015). The authors have named the proposed
approach as a Certificate-less Effective key management
protocol which primarily focuses on the WSNs which are
classified as dynamic ones. It provides the relaxation for the
nodes to roam inside the network. It can be considered as a
heterogeneous and hierarchical model which uses pairwise
keys for asymmetric encryption, a node key, communication
key and a key which supports communication within a
group. The key values are expected to be modified often to
withstand against code analysis and cryptanalysis.
Considering a situation in which a node is been captured by
the attacker which also get the information about the group
keys and pairwise communication keys of the particular
node, the encoding operation of the captured node will
prevent cryptanalysis of the attacker. So, the attacker loses
the chance of disturbing the communication between any
other pair of nodes inside the group or the network.

In Huang et al. (2013), a method which primarily focuses
on the protection of data in sensor network which protects
the storage network based WSNs has been proposed. This
network has been called as privacy enhanced one, as it
improves greatly the safety of the data being stored. Here,
the network has been scattered with groups or clusters of
square structure. This approach supports assigning keys for
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the communication before the nodes are distributed
throughout the network. In this system, there are a
combination of master key, pairwise key, cell key, row key
and global key are used to achieve data security (Huang et
al., 2013). In this approach, the received data are always
placed inside a cell which is called as storage cell. If some
changes are observed by the sensor node at any point of time,
it clearly identifies the particular storage position with the
help of a hash mapping function. The cell key plays an
important role of making the received data encrypted and
the encrypted data has been stored in the identified storage
cell. The same process has been carried out whenever a
particular data stored in some cell is required by any of the
processes. The main issue with the proposed approach, it is
very clear that during the process of storing and retrieving
the data in the cell, the communication channel has been
overloaded. This will lead to wastage of energy and greatly
reduces the network lifetime (Huang et al., 2013).

A multitier key distribution has been proposed in
Annapurna and Siddappa (2015). The main focus of the
proposed solution is to ensure security when a data
broadcasting is done to a particular group of sensor nodes.
Also, the proposed system withstands the active attacks on
the WSNs such as Sybil attacks with the help of the multitier
structure. The keys are shared between within clusters are
handled by the top layer of the system. When a particular
node is part of a group, it will always receive a data and
forward the same towards the head of the group. The next
level ensures secure data transmission from a sensor node
of one group to another node of another group. Also, the
system ensures one additional level of encryption at each
node of transmission in the path to the storage. The bottom
most layer protects the system from rekeying, a situation
happens when the node itself is improperly using a key. If
there are two different groups, say A and B are
communicating, a key k; that has been shared by them has
to be identified as k; = K, N Kjg. So, whenever a node
initiates communication the node requires key k;
(Annapurna and Siddappa, 2015).

There are some approaches which combines the sharing
of keys before and after deployment of the network. Such a
system can be found in Erfani et al. (2015). In this system,
the primary requirement is at least one secret key must be
shared among the communicating sensor nodes. Whenever
a sensor node is included or removed from a network,
devising a new key has been explained in this approach. In
this system, the keys generated before and after creating a
network are maintained in two different areas of the storage
space of the particular node. A sensor node is created
initially with a secret key before it gets deployed. That key
will be compared with pre-deployment key of the node that
is to be communicated. If they are not similar, then the keys
after deployment are generated. Another important feature
of this approach is assigning keys again after creating and
deploying a node. But this system restricts the maximum
number of nodes that can be connected with the network at

one point of time. Advantages of this approach includes
easy to implement and the level of secrecy it provides.

Implementation of a key management system greatly
affects the power consumption associated with the sensor
node. So, it is important to review the approaches, which are
conscious on energy efficiency. One such a system that
focuses primarily on the energy efficiency has been
proposed in Messai et al. (2015). In Energy aware
Hierarchical Key management (EAHKM) approach as
proposed in Messai et al. (2015), which uses same key for
both encryption and decryption. Also, this approach
combines both the key distribution approaches before and
after deployment of sensor nodes. The proposed system
protects the cluster of nodes from the attackers, with a novel
cluster establishment process that contains two distinct steps
namely the key pre-distribution and key generation and
cluster formation. The first step has been accomplished even
before the development of the sensor nodes, where the keys
are loaded into the storage part of the sensor nodes. One of
the keys are used to establish connection between the sensor
node and the base station whereas another key which is
shared among all the nodes that forms a cluster. The later
key is deleted immediately after the cluster has been created.
Since this approach can be useful in saving energy during
communication, this could be useful in many of the real time
applications. But it has a disadvantage of possessing a
network key which can be attacked and the whole key
management system will be in danger. Also, since this
approach is very useful in hierarchical models, in certain
scenarios, the distance from a node to the base station may
be extremely high which will require higher energy to send
and receive messages to and from the deeper sensor nodes
respectively.

A hierarchical key management approach has been
proposed in Zhang et al. (2017). This approach cannot be
applied with dynamic networks. It is assumed that all the
sensor nodes are having similar amount of processing
capacity, storage and power. Using pre-deployment scheme,
the key has been loaded in the memory of every sensor
nodes. These keys are only useful during the sector
establishment in a network. Once a sensor node has been
included in a sector, then the corresponding key would be
removed from the memory of that particular sensor node.
Here, the number of intermediate nodes present in any
cluster determines the message availability of any sensor
node in the cluster. In the rekeying process the sector head
node inside a cluster has been chosen and a new key has
been identified.

Another key management system that concentrates on
energy efficiency has been proposed in Chakavarika et al.
(2017), which could be considered as a dynamic key
management approach. The proposed scheme follows
hierarchical network model. Keys are shared between the
sectors are implemented in this approach. The sensor nodes
and the base stations are also sharing pairwise key, in
addition to the cluster members. Initially, a pre-distribution
key has been generated with the help of the bivariate
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polynomial which will further be distributed to different
sectors. The values extracted from these bivariate
polynomials are placed in the memory of the sector head
nodes. Based on this key value, the members of the sector
are assigned with the private keys which will be stored in
their memory later.

One of the most important approach that follows a master
key based approach has been discussed in Zhu et al. (2006).
This approach uses a transitory master key based approach.
This key will not be used throughout the distribution process,
only during the initial distribution period instead. So, it will
get deleted, once the nodes were utilized them for a
connection. When the nodes are moving into subsequent
operations, whereas they can be utilizing the resources to
function in a sector and send and receive messages as well
as data. LEAP+ scheme has been proposed in Zhu et al.
(2006) that explains how the transitory master key approach
can be helpful in providing security during communication.
The different keys used in LEAP+ scheme includes:
individual, global, cluster and pairwise key. Each kind of
key is assigned to different component of a sensor network.
Based upon the master key and a random function chosen
by the network dynamically, the network activities are
determined. The random function is applied with the master
key of a sensor node, and its private key has been obtained.
The keys that are generated have been propagated towards
the neighbor nodes, which in turn will generated their
private keys by following the process as discussed earlier.
The keys that were created by the intermediate valued ones
are removed at the end of the process and the final obtained
key will be retained by the storage of the sensor node. But,
the main disadvantage of this scheme is, the network has
been assumed to be static to apply this scheme for a
particular network. In dynamic networks, this approach will
lead towards overhead in terms of maintaining the key
information and message communication. No additional
knowledge can be implemented other than the very basic
information about the members of a particular sensor
network is possible using this approach.

Conversely, in Gandino et al. (2016), the knowledge
deployment has been included which are implemented prior
to implementation of the network in real time. Pairwise keys
in this approach were distributed in the earlier stage of
distribution, since the adjacent nodes may be sharing the
keys with the assumption that they are neighborhood nodes.
During the movement of the nodes, after the keys were
distributed, the position of the nodes have been stored and
they are maintained in the memory of the sector head node.
Also, their earlier keys would be deleted by the
corresponding sensor nodes.

3. PROPOSED SYSTEM

In this paper we have proposed a novel approach for
secure key management approach which is named as
Adaptive Multilevel Location based AML-KBS that

implements an effective key management system which
ensures the security of node to node communication in a
wireless sensor network. The different types of keys
provided by the proposed system are: an asymmetric key set,
a sensor key, a neighborhood key and a sector key.

3.1 Construction of a WSN

In this section, the process of constructing a WSN which
is dynamic and dissimilar sensor nodes has been explained.
In this network, the sensor nodes that are fixed and moving
ones are controlled by a base station (BS). This BS is also
responsible for collecting data and messages from various
sensor nodes associated with it. Some of the sensors which
are capable of high performance (S;) and some others are
showing low performance (S;) in the network. There are T
total sensor nodes are present in the network. T; is the total
Sy, sensors and T, is the total S; sensors where T; < T,.
Since the network we are considering dynamic, the nodes
are essentially added and removed over the network due to
the nature of the real time sensor network. The entire
network has been subdivided into sectors and in our case,
Sy, sensors are acting as the sector heads and the remaining
S; sensors are the members of the sectors. Every sector has
a direct connection to the BS of the network through the
connection established from the path manipulated by high
performance sensors as shown in Fig. 3.

BASE STATION

Fig. 3. An example WSN with high performance
and low performance sensor nodes

Every Sj sensor is trying to create its own sector by
trying to identify the S; sensors which are physically
present near to the S, sensor by sending and receiving
beacon messages around the network. Every addition and
removal of a S; sensor will be updated periodically with
the BS by sector head sensor node. It is the role of BS to
maintain a data structure called nodelist (n/) which
possesses the information about the nodes that are present
currently with the sector which are considered to be genuine.
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The data structure of BS has a status field that maintains the
status of every sensor node newly registered. If any of node
is left from the network or it is found that some nodes are
not genuine, then the status of the corresponding sensor
nodes are updated. To identify a sensor node uniquely the

BS node list assigns a unique ID for each of the sensor nodes.

Every base station contains a Centralized Key Manager
(CKM) that holds responsibility for creating values required
by BS key sharing process and generates asymmetric key
sets for every sensor node pairs of the network. The BS and
the sensor nodes are sharing a sensor key and all the nodes
of a particular sector are sharing a key called as sector key.

3.2 CKM Structure

In the proposed system, as mentioned earlier, the CKM
generates and shares four different types of keys for
enabling secure communication between nodes of the
sensor network as shown in Fig. 4. The asymmetric key set
has been generated by the CKM of the base station before
the node is being actually implemented. Every node pairs
can be using this key set for encryption and decryption of
messages and data between them respectively. Every sensor
node is sharing a unique key with the base station which is
known as sensor key. For instance, a node S, can be using
its own sensor key while sending a command to one of its
S, or to the base station. Since the base station itself has a
sensor key, it can use the same for encrypting any important
command message to be communicated with any other
sector heads or the nodes directly. Every sensor node of a
network could get one individual unique sensor key from
the base station CKM before it starts sending or receiving
data.

Y| I)3 L

Sensor
Node-1

Sensor

Node-2

R

Common Keys s = 2

Fig. 4. Overall architecture of key management

The neighborhood keys are exchanged between the
sensor nodes which are physically adjacent for ensuring the
intended neighbor and protect their data from adversary
nodes. So, in a normal scenario, a S; shares its
neighborhood key with some S, to join in the sector
headed by Sj,. With the acquired neighborhood key, a sector

key could be generated by S, and can be shared with the
S; node which recently joins into the sector. So, S; canuse
this key for sharing sensitive data with its sector head
secretly. Whenever a common message is to be shared
among all the nodes in the sector, a sector key would be used
by the sector key. Whenever a sector head S, wants to
communicate any important command with all the sensor
nodes of the sector, such information would be encrypted by
Sp using the sector key which is unique for each of the
sectors.

3.3 Sensor Network Design

This subsection explains the process of designing the
sensor network based on the information that a base station
possesses. The network design process begins with addition
of'a new sensor node in the network by updating the list that
is maintained by the base station. The base station assigns
every new node with unique identifier §;, or SH]. before it

updates the node information in the node list. For instance,
the S; nodes are having identifiers as mS;; and S, nodes
are assigned with mSH].where 1 <i £Tpand 1 <

j £ T, while T = T; + T,. The base station
chooses any node S;; and the corresponding key value can
be calculated by S, = y,, @, where Q is a random
number and y,, is the private key of the asymmetric key
for the selected node. So, the asymmetric key for a particular
sensor node has been calculated by the CKM by using the
public and private keys (Kg,, rs;) as follows:

Ks, = yi,; Q
s, = y,; t hO(Li'YLi' QLl-) mod n

By following the procedure, the node list has been
updated whenever a new node has been included in the
network. So, at any moment the node list contains the
identifiers of the sensor nodes and their corresponding key
values generated. Before implementation of the network,
the keys generated by the above explained process has been
stored in the memory of the sensor nodes and the list has
been updated accordingly.

Once the node has got a place in a particular network, it
has to look for its adjacent sensor nodes throughout the
sector with their location information. So, they will make
the asymmetric key pair can be generated among the
neighborhood nodes adversely. The sensor nodes are
broadcasting a message with their identifier and public key
to create the private key pairs (Seo et al., 2015). The key
pairs can be used for the encryption process of the data that
was obtained in each of the sensor node. Consider two nodes
P and Q. Let us assume that node P receives a message from
Q, then the asymmetric key Kp, can be generated with the
following process as explained in Seo and Bertino (2013).
The generated key has been encapsulated in the node’s
memory as 6p = (Xp,Yp). The value of mp €g Z; has
been chosen for finding out X, = mpR, where R is a
random generator. Then the neighborhood key has been
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calculated as Kpg = [;(Sp,Tp,mp .Rp,Q,Ry) . A
neighborhood key pair Kp, has been obtained after the
nodes P and Q are generating an authentication hash code.
The hash code will then be regenerated to verify the
authentication of the nodes.

After this process, each of the nodes must be classified
into any of the member of the sectors. This sector creation
has to be taken care of the base station as well as the sector
head sensor nodes. Each of the S, nodes are sending
beacon messages to identify the S; nodes which are
adjacent to each other and then they are authenticating the
nodes with the process explained earlier. The S, sensors
are formulating a sector based on the S; nodes which have
the authentication properly. For every sector node S;, the
sector head S;, maintains a sector key and the key has been
shared with the nodes falling under same sector. A sector
key SS Ki hasbeen created by the head and share with the
sensor node.

3.4 Sensor Node Movement-Removal

It is very essential for S, of a particular sector to
maintain the sector key, when the sensor node of one sector
travels to another sector. Whenever this happens, it is the
role of S, to make note of the movements and report the
same to the base station, so that the BS makes necessary
changes over the node list it maintains security in front and
reverse direction. We can say that a node in movement can
be represented as S,,. There are various reasons for the
sensor node may move from one sector to another, that
includes the disruption in the link, the sensor node drop etc.
Some of the node movements are intentional. The situation
where the sensor node S,,, can be intimating its willingness
to move from one sector to another, so that the sector head
can update the status of the particular node accordingly. In
this particular scenario, the sector head has to intimate the
movement with the base station with a message. Otherwise
in some other cases, the node movement may happen due to
the connection failure between S, and S,,. This situation
may arise, if the S,,, node may power off or controlled by
an attacker. If a particular timer value expires, till then there
is no reply from §,, node, the sector head S, can assume
that the sensor node could have been moved out of its sector
or unreachable. So, S, has to update about the node lost
information with the base station with the error message by
specifying the node identifier in the message. Once it is
found that some S, in its sector, S, will have to
recalculate sector key immediately. And it will send the
updated sector key to all the S; nodes within its sector
currently present. So, all the S; nodes will decrypt the
message with their asymmetric counterpart and update their
sector key accordingly.

3.5 Sensor Node Movement-Inclusion
In most of the cases, S, will be included in some
neighborhood sectors once it intentionally moving out of its

current sector. So, S, has to ask the Sy, for instance, to
get added as part of the new sector region. Once Sy
receives the information about the newly joined sensor node,
it must recalculate the asymmetric key pair for its own
sector and intimate the inclusion of new node to the base
station with a control message. The base station will decide
based on the message received which includes the sensor
key of S, about the genuineness of the newly joined node
to be included as part of the sector of S,; or not. The node
list is also updated accordingly. Now Sj; will receive
positive reply from BS and it will update sector key with all
of its current members. If the BS identifies that the new
member just now added is not a genuine one, it has to
intimate the same to S, and will reverse the asymmetric
key generation process, and existing keys are restored.

When the §,, node again comes back to its earlier sector,
Sp will look for the timeout value t, maintained for S,
which started by the moment it leaves the sector. If ¢,
expired, S, is considered as the new node, otherwise the
earlier key values are restored.

3.6 Location Based Node Management

In the location-based node management, we have devised
an approach that can enable the sector head to assign the key
for S; based on their location in their sector. The main
advantage we have achieved from this system, is its
withstanding against the malicious nodes and adversaries
present as part of the sector members, which is tedious to
detect. As the earlier discussion suggests, the keys may be
distributed prior to the implementation of the WSN. In the
proposed system, the hashing approach has also been
adapted to implement key management. The various keys
present in the sensor node include sector key, sensor key and
a hash function and the positional information of the sector.
The neighborhood nodes are identified by sending a
broadcast beacon message and waiting for the response
from other nodes. The positive reply from the adjacent
nodes are containing the sector positional information that
helps recording the location of the sensor. Every time the
node S, receives a positive response from any S; nodes,
a sector has been framed with location information (Choi et
al., 2018). Whenever a communication begins, the
encrypted form of location information has been shared
with the sender and the receiver nodes. Using the hash
function the node position in the sector can be managed. All
the keys used by this approach are using any authentication
algorithm for authenticating their genuineness.

In WSN, there is always a danger by a compromised node
in a completely secure network which exactly mimics the
operations of a normal node. The attacker could use the
compromised node to access the network information (Choi
et al., 2018). This kind of insider attacks should also be
addressed. The process begins with inclusion of a node in
the network after it sends acknowledgment for the beacon
message by S;. For every new node added, the base station
usually send a confirmation message after it finds that the

https://doi.org/10.6703/IJASE.202103_18(1).008



International Journal of Applied Science and Engineering

Arumugam et al., International Journal of Applied Science and Engineering, 18(1), 2020177

new node S; is authenticated one and assigns with an
identifier. Also during the node insertion process, the
corresponding sector key has been updated securely with
the help of the sensor key and the hash code function. An
efficient data forwarding protocol that is secured by the
network key is essentially implemented in the sectors to
identify the best path between the sensor node that sends
data and the sector head node. Since the sector key was not
shared with all the nodes on the network, and shared only
with the n number of neighborhood nodes that are part of
the sector that comes under a sector head node Sj;. So,
considering any of the path from the node to the sector head
has a maximum of n hops. In our proposed approach, the
protection against the compromised node S. can be
implemented as follows. Every data segment is initially
assigned with a serial key value to identify its position while
transmitting data. Every time the data passes a new sensor
node, the serial key value of the corresponding data has been
updated with the encryption of new sensor key information.
A cut off limit has been maintained to limit the serial key
value, and if the value goes beyond the cut off limit then the
serial key will be removed from the registry. Also, the key
value has been verified by a data structure maintained by
each of the sensor nodes. Once the value does not change
for a certain period of time, then it will be deleted. Then the
information about deletion of the key has been informed
with the node actually initiated the same. The message for
enabling the node to regenerate the serial key has been once
again forwarded.

Alternatively, the sensor nodes may be placed in any of
the pre-determined location in the sector to retrieve the
location information effectively. The sector can be split into
fixed number of cells based upon the size of the sector
earlier decided by the base station. The cells are later
assigned with the newly deployed node which will facilitate
the security and performance without any extra operations
being carried out. The security provided by the above said
approach could be assessed with the probability of attack
P, which is found very little value. It can be defined as

follows:
YN q¢i

Pan= Zjer (1= (1-7) ) %P (1)

In the above mentioned Equation (1), |Q] is the size of
the serial key number collection, | is the size of the key and
q(j) is the chance of a possible link creation in hop-by-hop
manner from the sensor node to the sector head that contains
j number of serial keys and ¢ = q(r) +q(r +1) + -+
q (). The conditional probability that a particular node can
be compromised, if the key set was accessed by an
adversary would be,

P(MID,} = > P{Mi[D,} = ) PmylmiP{E,|D,)

vk
)
In Equation (2), M, represents when a link with the
serial key k has been captured. m represents the key has
protected a particular link between the sensor node and the

sector head. m,; is any link that possess the key k. E is
some action that protects a particular data block from the
adversary. D is any action in which y number of data are
compromised. M, is an action that causes the key k being
compromised.

4. SECURITY ANALYSIS

In this section, we discuss about the level of security that
is achieved from the proposed system and comparing the
same with some of the existing similar approaches. The
proposed system achieves secrecy and cannot be
compromised by adversary nodes. The level of encryption
used in the proposed system ensures that the data cannot be
accessed from any attackers.

Consider the following scenario: a node S;, has been
compromised by an attacker in a sector i. The sensor key of
S1, would be accessed by the attacker, the sector key Sy,
and asymmetric key shared by the sector head Hj, are also
obtained. But, since the computation of the asymmetric key
generation 1is not possible, because the sensor key
computation along with the key pair generation requires the
unique neighborhood key specified in the sensor node,
which is not possible to obtain.

The proposed system withstands against outsider attacks
such as eavesdropping, node capture and replay attacks. The
sensor nodes are sharing asymmetric key pairs with the
sector head nodes, which make it impossible for an outside
attacker to monitor a data packet exchanged between two
nodes by eavesdropping attack. Every data transmission
channel is using different set of keys for encryption supports
the WSN to withstand against the outsider attack. Since the
encrypted information is communicated, even the attacker
watches the communication, no useful information is
obtained by the eavesdropper.

Normally, in WSNs, the node capture attacks make severe
damage and data can be theft easily. But, in the proposed
system, when the packet is attacked by the attacker, the
entire system assumes a packet loss and refreshes the key
generation process completely. Since the identifier of the
captured node has already been removed from the node list
of the base station, the asymmetric key pair generation will
generate new set of keys which are not matching with each
other. Replay attacks are faced effectively with the
introduction of serial key value, so that repeated data packet
could be easily identified by the sensor nodes and they will
be discarded. By this method, the wastage of memory and
overload of communication channel are avoided.

As the proposed system effectively handles outsider
attacks, it has also capable of handling insider attacks such
as black hole attack and packet drop attacks as well. Since
our proposed system is always changing the neighborhood
nodes every time it generates a new neighborhood key, the
node will not be allowing to remove every received data
from its memory. If there is no reply for a beacon message
after the communication failure, the network itself identifies
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a black hole attack and it will reset all its keys and reshuffle
the position of the neighborhood nodes based on the
location information as we discussed in the -earlier
subsections.

Similarly, when the network is realizing a set of data drop
from the network, under certain probability the node is
checked whether it has communication link in existence or
not. Serial key numbers have been introduced to withstand
this kind of data dropping attacks. Since the master table
entries for each of the data sequence has been maintained,
the drop of data packets is easily identifiable and also the
same data cannot be replayed by the attacker.

5. RESULTS COMPARISON AND
DISCUSSION

In this section, the experimental setup and the various
simulation results obtained based upon the different
experiments are elaborated. The proposed system has been
compared with the existing systems and the simulated
results have been obtained using MATLAB.

5.1 Experimental Setup

The implemented network contains 16 sectors and they
are divided into high and low performance nodes. It was
assumed to have one high performance sensor node in each
of the sectors. The values used for plotting the diagrams are
calculated as the average value obtained from 10
experiments. From the existing public key cryptographic
systems, the encryption process has been adopted as in most
of the research explained in literature. We have assessed the
performance of the proposed system by asymmetric key pair
generation process, rekeying after each of the node has been
attached by the hacker and the energy level required by the
nodes of a sector, when the number of sensor nodes are
increasing. Also the time taken for computing the pairwise
key with the energy required by the process has also been
considered. Because of the power consumption nature of Sy,
sensor nodes, we are varying the computational ability by
each of the nodes by varying the speed of clock cycle of the
sensor nodes.

5.2 Simulation Results

In our experimental setup, we are calculating the
connectivity of the sensor nodes when the number of nodes
is growing higher. In Fig. 5, the connectivity of sensor nodes
with the number of sensor nodes have been shown. In the
shown diagram, the proposed system works better than of
the other two existing approaches.

In the same experimental setup, the average of ten
different numbers of sensor nodes have been tested for their
connectivity. When we have similar sized sectors, it is
evident that they are having identical connectivity. The
energy consumed in the proposed approach has also been
proven to be very optimal when the sector range is smaller.
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In Fig. 6, the average number of keys generated with the
number of active connections has been plotted. Here, the
connection of LDK is not better than the proposed approach,
and hence it is evident that the connectivity of the sensor
nodes is increasing with reduction of the key pairs generated.
The range of the communication in a sector determines the
implementation of better connectivity. Since the
connectivity is growing with the reduction of the sensor
keys, it is obvious that the cost of the sensor network is
reducing. So, the proposed approach is achieving efficiency
in energy consumption and connection.

In Fig. 7, the attack probability plot explains while the
sensor nodes are growing, the proposed approach is
reducing the attack probability comparing with the existing
systems. Since the pairwise asymmetric key generation
process makes the attacking mode difficult, the proposed
approach outperforms the existing systems.

In Fig. 8, the key regeneration process, if some of the
nodes are captured by the attacker. Whenever a key has been
caught by the attacker, the regeneration process makes it
difficult to capture the sensor node again. Both the LDK and
LDK+ approaches are not supporting many of the features
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supported by the proposed system including rekey
generation during the node capture attack.

Also, we have calculated the energy consumption for
various key management approaches. The proposed
approach explained in this paper is working better than that
of the existing methods as plotted in the Fig. 9. The total
energy consumed by different kind of sensors based on their
clock cycle value are compared with the help of the energy
that was spent. The rate at which the nodes are migrating
from one sector to another is also affecting the energy

required by the sensor node. From the experiments, we have
also found that the S, nodes are very energy consuming
than of the S; nodes.

Also, it is very clear that the mobility of the nodes from
one sector to another has affected the energy consumption.
But there are also cases where the energy required is
decreasing once the sensor nodes are getting back to the
earlier sector. Similarly, the relationship between the energy
consumption and the security has also been understood.

6. CONCLUSIONS AND FUTURE WORKS

In the proposed system, an adaptive multilevel location-
based approach used for key management (AML-KBS), in
which the keys are generated dynamically and shared
among the nodes of the wireless networks. Since the
proposed approach follows a location-based system for key
management, the attackers can be differentiated based upon
their location. The key wupdating process obviously
improves the security of the proposed system, and the
complexity of the multiple key generation power when the
sensor node is added and removed in a sector makes it
tougher for an attacker to crack the key. From the
experimental results, we have computed various parameters
which proves that the proposed approach is better than of
the any other existing key management system. In future,
the proposed system can also be applied for multiple sector
dynamic WSNs and the level of protection can be increased
by introducing additional level of keys.
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	it is very important to choose a key for the adjacent nodes of a wireless network which would share the communication messages. Even though sharing between two neighbor nodes is not precise, they can be shared among the nodes that are present in a par...
	Fig. 1. Basic architecture of a WSN
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	Fig. 2. Hierarchical wireless sensor network model
	The position of the node in movement at each of the time frame has been followed up by the leader of the group using a data structure such as a table. When it finds some node is moving outside the group or the sector it updates the table with the new ...
	A novel key management scheme which does not rely on the certificates for secure communication has been proposed in Seo et al. (2015). The authors have named the proposed approach as a Certificate-less Effective key management protocol which primarily...
	In Huang et al. (2013), a method which primarily focuses on the protection of data in sensor network which protects the storage network based WSNs has been proposed. This network has been called as privacy enhanced one, as it improves greatly the safe...
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	3.1 Construction of a WSN

	In this section, the process of constructing a WSN which is dynamic and dissimilar sensor nodes has been explained. In this network, the sensor nodes that are fixed and moving ones are controlled by a base station (BS). This BS is also responsible for...
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	Every ,𝑆-ℎ. sensor is trying to create its own sector by trying to identify the ,𝑆-𝑙. sensors which are physically present near to the ,𝑆-ℎ. sensor by sending and receiving beacon messages around the network. Every addition and removal of a ,𝑆-𝑙...
	3.2 CKM Structure

	In the proposed system, as mentioned earlier, the CKM generates and shares four different types of keys for enabling secure communication between nodes of the sensor network as shown in Fig. 4. The asymmetric key set has been generated by the CKM of t...
	Fig. 4. Overall architecture of key management
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	In WSN, there is always a danger by a compromised node in a completely secure network which exactly mimics the operations of a normal node. The attacker could use the compromised node to access the network information (Choi et al., 2018). This kind of...
	Alternatively, the sensor nodes may be placed in any of the pre-determined location in the sector to retrieve the location information effectively. The sector can be split into fixed number of cells based upon the size of the sector earlier decided by...
	,𝑃-𝑎𝑡𝑡.= ,𝑗=𝑟-𝑙-,,1−,,1−,𝑙-,𝑄...-𝑦..-𝑗.,𝑞(𝑗)-𝑗..       (1)
	In the above mentioned Equation (1),  ,𝑄. is the size of the serial key number collection, l is the size of the key and 𝑞(𝑗) is the chance of a possible link creation in hop-by-hop manner from the sensor node to the sector head that contains j numb...
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	(2)
	In Equation (2), ,𝑀-𝑘. represents when a link with the serial key 𝑘 has been captured. 𝑚 represents the key has protected a particular link between the sensor node and the sector head. ,𝑚-𝑘. is any link that possess the key 𝑘. E is some action ...
	4. SECURITY ANALYSIS

	In this section, we discuss about the level of security that is achieved from the proposed system and comparing the same with some of the existing similar approaches. The proposed system achieves secrecy and cannot be compromised by adversary nodes. T...
	Consider the following scenario: a node ,𝑆-,𝑙-𝑐.. has been compromised by an attacker in a sector 𝑖. The sensor key of  ,𝑆-,𝑙-𝑐.. would be accessed by the attacker, the sector key ,𝑆-,𝑘-𝑖.. and asymmetric key shared by the sector head ,𝐻-,...
	The proposed system withstands against outsider attacks such as eavesdropping, node capture and replay attacks. The sensor nodes are sharing asymmetric key pairs with the sector head nodes, which make it impossible for an outside attacker to monitor a...
	Normally, in WSNs, the node capture attacks make severe damage and data can be theft easily. But, in the proposed system, when the packet is attacked by the attacker, the entire system assumes a packet loss and refreshes the key generation process com...
	As the proposed system effectively handles outsider attacks, it has also capable of handling insider attacks such as black hole attack and packet drop attacks as well. Since our proposed system is always changing the neighborhood nodes every time it g...
	Similarly, when the network is realizing a set of data drop from the network, under certain probability the node is checked whether it has communication link in existence or not. Serial key numbers have been introduced to withstand this kind of data d...
	5. RESULTS COMPARISON AND DISCUSSION

	In this section, the experimental setup and the various simulation results obtained based upon the different experiments are elaborated. The proposed system has been compared with the existing systems and the simulated results have been obtained using...
	5.1 Experimental Setup

	The implemented network contains 16 sectors and they are divided into high and low performance nodes. It was assumed to have one high performance sensor node in each of the sectors. The values used for plotting the diagrams are calculated as the avera...
	5.2 Simulation Results

	In our experimental setup, we are calculating the connectivity of the sensor nodes when the number of nodes is growing higher. In Fig. 5, the connectivity of sensor nodes with the number of sensor nodes have been shown. In the shown diagram, the propo...
	In the same experimental setup, the average of ten different numbers of sensor nodes have been tested for their connectivity. When we have similar sized sectors, it is evident that they are having identical connectivity. The energy consumed in the pro...
	Fig. 5. Connectivity change over number of sensor nodes
	Fig. 6. Average keys generated for the active connections
	In Fig. 6, the average number of keys generated with the number of active connections has been plotted. Here, the connection of LDK is not better than the proposed approach, and hence it is evident that the connectivity of the sensor nodes is increasi...
	In Fig. 7, the attack probability plot explains while the sensor nodes are growing, the proposed approach is reducing the attack probability comparing with the existing systems. Since the pairwise asymmetric key generation process makes the attacking ...
	In Fig. 8, the key regeneration process, if some of the nodes are captured by the attacker. Whenever a key has been caught by the attacker, the regeneration process makes it difficult to capture the sensor node again. Both the LDK and LDK+ approaches ...
	Fig. 7. Attack probability estimation
	Fig. 8. Key regeneration for attacked nodes
	Fig. 9. Energy consumption
	supported by the proposed system including rekey generation during the node capture attack.
	Also, we have calculated the energy consumption for various key management approaches. The proposed approach explained in this paper is working better than that of the existing methods as plotted in the Fig. 9. The total energy consumed by different k...
	Also, it is very clear that the mobility of the nodes from one sector to another has affected the energy consumption. But there are also cases where the energy required is decreasing once the sensor nodes are getting back to the earlier sector. Simila...
	6. CONCLUSIONS AND FUTURE WORKS

	In the proposed system, an adaptive multilevel location-based approach used for key management (AML-KBS), in which the keys are generated dynamically and shared among the nodes of the wireless networks. Since the proposed approach follows a location-b...
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